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Company Brief ¢ Ve

Cyabra is an Al-driven platformm that detects disinformation to protect the pubilic,
government agencies and corporate brands from malicious fake accounts and social
media campaigns. Developed by information warfare and cybersecurity experts, Cyabra's
patented technology uses machine learning to detect disinformation, such as deep fakes,
avatars, and bots. Breaking down and analyzing the billions of conversations taking place
across social media, Cyabra connects the dots to measure impact and determine the
authenticity of profiles to provide a deeper understanding of what's hidden behind these

conversations.

Executive Summary

Amidst a global pandemic and the largest vaccination campaign in history, Cyabra
actively analyzes the social media discourse surrounding the development and

progress of COVID-19 vaccines on Facebook and Twitter.

Cyabra analyzed a random sampling of over 132,000 accounts that are a part of its

COVID Vaccine Project.

Among the 132,000 accounts analyzed, Cyabra identified almost 18,000 accounts — over

13% — as fake accounts.

Among the communities of fake profiles analyzed, Cyabra identified two campaigns
that spread positive messaging about AstraZeneca's vaccine and negative massaging

on their competitors.

A third campaign is actively spreading disinformation about COVID-19 and the various

vaccines in general.

On Facebook, Cyabra uncovered a campaign exploiting the vaccine discourse to

promote Bitcoin.
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Findings

Cyabra scanned social media profiles and groups that are a part of COVID-19 vaccines
conversation on Facebook and Twitter and analyzed their online behavior, connections,
and messaging. In the 132,000 profiles scanned, Cyabra found nearly 18,000 fake profiles
(13.5%). Based on Cyabra's experience with disinformation campaigns, this percentage of
fake profiles indicates the presence of an online disinformation campaign. Cyabra

typically encounters around seven to ten percent of fake profiles.
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Figures 1.1, 1.2 - Sum of profiles scanned by Cyabra for the project, sesgmented into real profiles, fake

profiles, and profiles that have used negative sentiment language, otherwise known as bad actors.
Cyabra's tools analyze the connections between each profile in order to understand the
impact and reach of each profile. The image below is a cluster from Cyabra's dashboard
representing the main profiles participating in the vaccines discourse on Twitter and the
manner in which they are connected. The red nodes represent fake profiles; the green

nodes represent real profiles. The bigger the node, the more connections the profile has.

Figure 2 - Visual link analysis of the
profiles who participated in the
discourse surrounding the vaccine.
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While the visual link analysis depicted above shows all of the profiles that interacted with
one another (following, replying, or retweeting), the images below represent segmented
profiles, otherwise known as "communities." Cyabra's “community” function highlights
profiles that are highly engaged with each other and share the greatest number of
connections and, often, a common theme. The themes that Cyabra uncovered relating to
COVID-19 vaccines are presented in the images below. Analyzing all of the fake profiles,
Cyabra discovered three Twitter communities comprised of fake profiles tweeting three
distinctive sets of messaging. Two of these fake campaigns actively spread favorable
tweets about AstraZeneca's vaccine while criticizing other companies developing
vaccines. The third fake campaign disputes the existence of COVID-19 and attacks the
utility of all COVID-19 vaccines.

AstraZeneca
- (239-profiles)

pro
AstraZeneca
(239 profiles)

Against
the vaccine
(136 profiles)

Figure 3 - fake communities that engaged in distinctive sets of
messaging relating to COVID-19 vaccines on Twitter
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Community A: Anti-Vaccine

The anti-vaccine community contains 136 fake profiles that are actively spreading

negative content against all COVID-19 vaccines.

11 tonx Retweeted

Gamer Twid @TWIDSTA - Nov 23

Replying to @BorisJohnson @UniofOxford and @AstraZeneca
As long as it says "covid vaccine”. People will take it. That's quite scary. Who
knows what long term side effects there are. | won't be having it. But I'm

telling anyone to have or not have
Q 3 m Q 40

T The Solitary Reaperf] 9 @YonSolitary - Nov 21
#India Oxford Vaccine AstraZeneca's Senior Exec Ruud Dobber on
INDEMNIFICATION & LIABILITY EXEMPTION

“This is a unique situation where
WE AS A COMPANY

SIMPLY CANNOT TAKE THE RISK
IF IN 4 YEARS THE VACCINE IS
SHOWING SIDE EFFECTS"

Speak up. RT Widelynreuters.com/article/us-ast...

&

11 Kate Brown 5 Ditch the WA No DM's please. Retweeted

e Patrick Henningsen & @21WIRE - Nov 24

QUESTION: How much money have Moderna, Pfizer, AstraZeneca et al, paid
their vaccine human test subjects to fill in for the animal testing subjects? In
other words: How much does it cost to buy a human guinea pig?

Figure 4.1 - coommunity of fake
profiles that are spreading negative
content and disinformation on
Twitter against all COVID-19 vaccines

| 13 dizzidi67 Retweeted |

. Richard N @FXdestination - Nov 23 000
= If the governments admit that the ‘Corona crisis’ is over -

- then how could they get their populations to be injected with the sinister
gene-altering Corona 'vaccine'?

They couldn't.

So - they keep it going with their totally fabricated ‘Corona deaths' & ‘cases’
figures.

[ 12 Elizabeth Lewton Retweeted |
(a Dr. Thomas Binder, MD @Thomas Binder - Nov 13 o0

As a doctor | state again[@that there is absolutely no indication for a vaccine
against a corona cold virus at worst, a totally virtual virus at best, in anyone,
and that it is a crime against humanity to apply not properly tested gene
manipulation anyway.

Figures 4.2,4.3,4.4,4.5 - Examples of fake content and disinformation
being spread by the anti-vaccine community
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Community B: Pro-AstraZeneca (1)

Community B contains 239 fake profiles circulating positive content about AstraZeneca's

vaccine progress and positive content about the company.

I 11 Elaine Retweeted I

A Eric Feigl-Ding @ @DrEricDing - Nov 23 000
BREAKING—Oxford/Astrazeneca vaccine is 70% effective overall. But one of
its dosing regimens of low-then-high yields 90% effectiveness.

Oxford #COVID19 vaccine cheaper than the Pfizer & Moderna vaccines, and
does *not* does not require freezing transport.

neil pessall @neilpX - Nov 24
* May be waiting for the AstraZeneca vaccine!

Figure 5.1 - Pro-AstraZeneca fake
community on Twitter

[ 13 Luba Howard Retweeted |
ors World Economic Forum & @wef - Nov 23

ECONOMIC

*osum  The results are in. 90% effectiveness against COVID-19.

Read more: bit.ly/2UWyGFC

@AstraZeneca @UniofOxford

I 12 neil pessall Retweeted I

Bloomberg @ @business - Nov 21 o000
The Oxford-AstraZeneca Covid-19 vaccine produced strong immune

responses in older adults, a study confirms, with more key results expected
in weeks

Figures 5.2,5.3,5.4,5.5 - Examples of fake content P .
from the pro-AstraZeneca commmunity



Community C: Pro-AstraZeneca (2)

Community C also praises AstraZeneca but spreads harmful content surrounding Pfizer's

COVID-19 vaccine. This community contains 220 fake profiles.

| 11 pwmusic #3.5% I 5= ®R#FBPE #resist #NotMyPM Retweeted |

Professor lan Donald 3.5% @iandonald_psych - Nov 22 000
Stunning news that #AstraZeneca have said that they will not be using the
#vaccine to make a profit. Good news for everyone - but especially for less
wealth countries

Katy @KatyJayne101 - Nov 23 000
A COVID-19 vaccine being developed by the University of Oxford and British
pharmaceutical company AstraZeneca was found to have an average efficacy
rate of 70% following a large-scale trial.

Q2 j} Q2 &

Figure 6.1 — pro-AstraZeneca fake
community on Twitter

|11 hawkmoon62 #FBPE Retweeted |
Dr Phil Hammond € @drphilhammond - Nov 19 000
y Well done the Oxford/AstraZeneca team for releasing their vaccine results
through a peer reviewed journal, rather than a data-light share-boosting
press release. Looking forward to Phase IIl results in a similar format.

|£L Christopher Laudan 3.5% j##FBPE Retweeted

Will Hutton @williamnhutton - Nov 24 000
Pfizer, driven by shareholder value maximisation, looks to make a bonanza
from its vaccine. AstraZeneca's purpose is to deliver life changing medicines.
It has, and is pricing its vaccine at cost. It may eliminate Covid globally.
Purpose driven companies really are different.

Q 120 0 2 Q nsx &

Figures 6.2,6.3,6.4,6.5 — examples of fake content pushed by
the pro-AstraZeneca community
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Cyabra did not find a significant difference on Facebook between topics discussed by real
profiles and the ones discussed by fake profiles. However, a trending topic that stood out

amongst fake Facebook participating in the COVID-19 vaccine discourse was Bitcoin. The
image below represents an example of the system's classification of subjects,

with subjects used by real profiles shown in green and ones used by fake profiles shown

in red.
FAKE SUBJECTS ® Q REAL SUBJECTS @ Q
Subject Frequency ® Involved ® Max ® Subject Frequency ® Involved ® Max (6]
Profiles Exposure Profiles Exposure

Astrazeneca 1500 1251 NaN Astrazeneca 9806 8612 NaN

Macron 746 746 NaN Pfizer 3828 3651 NaN

Corona 582 407 NaN Oxford 2945 2803 NaN

Pfizer 548 506 NaN Modema 1951 1828 NaN

Russia 430 352 NaN @astrazeneca 1942 1851 NaN

Oxford 39 368 NaN Covid 1781 1694 NaN

0% 275 253 NaN 90% 1725 1629 NaN
Moderna 268 247 NaN The pfizer/moderna 1631 1631 NaN

Covid 268 257 NaN Rt @ringoraccoon 1630 1630 NaN

Sputnik 238 206 NaN Russia 1610 1399 NaN

Page 1 of 3 10rows ~ Next Prev Page 1 of 3 10rows ~ Next

Figure 7 — Cyabra's topics division into real
and fake profiles from the system

While the real profiles did not discuss anything relating to Bitcoin, fake profiles used the
subject of Bitcoin numerous times. Cyabra analysts found that these fake profiles spread

content on Bitcoin for advertising as a part of a fake campaign.

Below is an image from Cyabra's platform showing the connections between the fake
profiles on Facebook that posted about Bitcoin in discussions relating to COVID-19
vaccines. The fake campaign is taking advantage of the online interest in COVID-19
vaccines to promote a Bitcoin website. The fake profiles identified posts related to COVID-
19 vaccines with high engagement and replied to them with promotional content about

Bitcoin sites and Telegram groups.
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H H Figure 8.1 - The community
Bitcoin spreading content about Bitcoin on

Twitter

Nation @ .
November 24 at 6:51 AM - @

Kenyans to pay Sh327 to get coronavirus vaccine
#NationPrime
bitly/3m4Br30

Os0 15¢ 1.4K Comments 110 Shares

o Like (I Comment /> Share $-

Most Relevant »

Q Write a comment... Q0 ®w

®
00d day sir, | just wanna use this opportunity to pass this information to you

guys , Bitcoin investment is an online global business , binary options is one of
the largest trading platform online, Bitcoin Is just like the exchange rate the
price rise . In Bitcoin investment you don’t send money to anyone , if anyone
ask you to send him or her money before you can trade that person is a
scammer , please report him or her account , inbox me to know more about
Bitcoin investment so you would not be scam by scammer...

Like - Reply - 2w
World Health Organization (WHO) is @ sharing a COVID-19 Update. .
November 20 at 4:27 AM - @
COVID-19 vaccines - will they be safe?
WHO Chief Scientis, Dr Soumya Swaminathan, explains why COVID-19 vaccines are able to be
developed so fast J
Q0% 36K 1.4K Comments 2.8K Shares
o Like (D Comment &> Share $-
Most Relevant »
Q Write a comment... © ®
S
ow | believe Bitcoin earn is real, i just receive my investment
prof it from thls genuine plantfrom i swear this is the only real source for Fi
igures 8.2,8.3,8.4 — examples of
Bitcoin trading on telegram & I'm giving you guys this last opportunity to ! ! . .
fake content of the Bitcoin

tread big with him .*
community on Twitter

w2 0 it it b e i i i
https://t.me/joinchat/AAAAAFOAYEmjxg_KNg_EeQ
https://t.me/joinchat/AAAAAFOAYEmjxg_KNg_EeQ
Lo bbb bbd

Join now for more information and update

T.ME
Join group chat on Telegram




Aside from communities, there is also merit to doing a deep dive of the most influential

profiles. In a disinformation campaign, there are typically three types of profiles with the

highest impact in a fake campaign:

1. The most content: The more posts, replies and shares a profile creates, the more
influence it has in shaping the conversation, both within the campaign and with

profiles that are only partially connected to the campaign.

2. The most connections: The more connections a profile has, the more it can control

what people within the campaign see.

3. The most engaged: Profiles that are the most active in a campaign can shape the way

people who are new to the subject perceive it.

Cyabra marks the connections between fake and real profiles to emphasize which fake
accounts "break through" the fake profile sphere and can influence real profiles.
Understanding which fake profiles have the highest number of real connections is

another method to understand which fake profile has the most influence.

The most connected fake profile on Twitter is esme_hornbeam, with 63 fake connections.
The system labeled the profile as fake due to a large percentage of its content being
retweets, and its bot-oriented behavior. To identify any content possibly linked to the
subject, Cyabra extracted multiple tweets that the profile tweeted about the COVID-19

vaccines.

User: esme_hornbeam

Connections: 63
Status: Fake Profile
’ ‘ @ URL: https://twitter.com/esme_hornbeam
' .. More: m

Y Figure 9.1 - The most connected fake profile
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Esme Hornbeam 3.5% Figure 9.2 - The most connected fake profile
@esme_hornbeam on Twitter

3.5% Humanist. “Be the change you want to see in the world". Deplore bias in BBC
news. Brexit is a Russian-funded, tax-avoiders’ fraud. Save the NHS.

© England, United Kingdom Joined April 2017
4,990 Following 4,230 Followers

Not followed by anyone you're following

11 Esme Hornbeam 3.5% Retweeted

Will Hutton @williamnhutton - Nov 24 e
Pfizer, driven by shareholder value maximisation, looks to make a bonanza
from its vaccine. AstraZeneca's purpose is to deliver life changing medicines.
It has, and is pricing its vaccine at cost. It may eliminate Covid globally.
Purpose driven companies really are different.

QO 121 . 21K Q 118k

&

11 Esme Hornbeam 3.5% Retweeted

Kate Ferguson @ @katefergusond - Nov 23 ooo
Oxford Vaccine chief Andrew Pollard hails AstraZeneca for agreeing to make
the jab not for profit. Credit where credit is due - this deserves massive
praise.

Q 9 T K Q 68k

o
11 Esme Hornbeam 3.5% Retweeted

Jonathan Cook @Jonathan K Cook - Nov 24 000

AstraZeneca shares fell by £4bn on news it had produced a ‘vaccine for the

world’ - one that, unlike its rivals, would be distributed to poorer nations at

cost price. No surprises. Capitalism is structurally designed to punish
‘weakness’, like solidarity, altruism and compassion

Q 67 0 1.3k Q 33 o

Figures 9.3,9.4,9.5 - Examples of the content tweeted
by the most connected fake profiles
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The fake profile that created or spread the highest number of content in the COVID-19
vaccines discussion on Twitter is Elizabeth Barnes, with 111 tweets.
Name Content Authenticity Ni rk Number of Max Engagement Details
Sentiment Posts Exposure (Like | Reply | Share)
Q adventuremotive m ' m 10 0/0/0 m

Figure 10.1 - the fake profile with the highest number of contents

The profile tweeted about the Covid-19 and Australia's desire to reach the vaccine.

Figure 10.2 — The fake profile that created or
spread the highest number of posts, replies
and shares on Twitter

(00 ) ( Follow )

Elizabeth Barnes

@adventuremotive

Photojournalist and activist dedicated to exposing the corruption of this world while
trying to help improve the living conditions of all people.

) Joined February 2020

0 Following 4 Followers

Elizabeth Barnes @adventuremotive - Nov 24
Australia might want to strive for Corona Virus vaccine eternally.

Q T Q e
Elizabeth Barnes @adventuremotive - Nov 21
Australia could explore Corona Virus vaccine forever.
© g Q &
Elizabeth Barnes @adventuremotive - Nov 24
Australia might want to dream of Corona Virus vaccine without worry.
O n Q O
Elizabeth Barnes @adventuremotive - Nov 22
Europe might want to reach for Corona Virus vaccine without worry.
Q T Q O

Figures 10.3,10.4,10.5,10.6 — Examples of ontent of the fake profile that
created or spread the highest number of content in the report
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The fake profile with the highest number of engagements is FXdestination (Richard N),
with 2,436 likes, ten comments, and 835 shares. The fake profile posted content claiming
Coronavirus does not exist and accusing world governments of fabricating the virus as a

plan to control humans.

- 000 ) 8 (F°"°“’ ) Figure 11.1 - The fake profile with the

highest engagement
Richard N
@FXdestination

A 19th century romantic who loathes the EU, globalists & Neocons, & laments our
ever more Orwellian & flat world.

| love colour - in people, & in life
@© South America, and East Asia Joined February 2011
1,116 Following 2,554 Followers

. Richard N @FXdestination - 1h 000
Masks have nothing to do with the Corona virus: they are to get people

— used to being SLAVES of the State - and to signal their surrender to
everyone else.

Richard N @FXdestination - 1h 00
People need to understand that the governments running the Corona scam
are DELIBERATELY destroying their economies with lockdowns, pretending
that they're for the Corona virus -

- in order to create such desperation that people accept the Great Reset

tyranny.
' Richard N @FXdestination - 10h 000
S This is what totalitarian governments do: they plan to FORCE people to take
their gene-altering Corona ‘vaccine’ - never used before, and tested for only
a few MONTHS!
There is so much money riding on them pumping their ‘vaccine’ into us - as
well as massive political plans.
Figures 11.2,11,3,11,4 — Examples of content of the most engaged profile
[
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Conclusion

With COVID-19 vaccines currently being developed and deployed worldwide, the public
now faces its next public health challenge- that of disinformation. In efforts to shed light
on some of the ongoing fake campaigns circulating on social media, Cyabra scanned
132,000 accounts where advanced Al uncovered multiple, harmful agendas. Within this
sample, 18,000 profiles were fake, resulting in a significant reach of each of these
disinformation campaigns. With two of the fake Twitter campaigns favoring the
AstraZeneca COVID-19 vaccing, the misleading agenda intended to promote the vaccine
as superior to the other COVID-19 vaccines in development. The third Twitter
disinformation campaign, and perhaps the most dangerous, attacked the existence of the
Coronavirus and all COVID-19 vaccines, claiming that the Coronavirus does not exist and is
a guise by governments planning to control human actions. Additionally, Cyabra

identified another campaign of fake profiles on Facebook that exploited the online

interest in COVID-19 to advertise Bitcoin.

As disinformation becomes a more prevalent threat, Cyabra continues to monitor the

disinformation surrounding COVID-19.
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